Dean — funny you should bring up the membership rules in the Bylaws. | have just incorporated the
comments from our recent face to face meeting in the revised text below, and would like to present it
for discussion as a pre-ballot. It incorporates the issue you have just raised.

Here is my revised proposal for revising Bylaw 2.1:
2.1 Qualifying for Forum Membership
(a) CA/Browser Forum members shall meet at least one of the following criteria.

(1) Issuing CA: The member organization operates a certification authority that has a
current and successful WebTrustfor-CAs-audit Trust Service Principles and Criteria for
Certification Authorities and WebTrust Principles and Criteria for Certification
Authorities — SSL Baseline with Network Security audits, or ETS| 182042 orETS}
101456 equivalent audit reports prepared by a properly-qualified auditor, and that
actively issues certificates to Web servers that are openly accessible from the Internet

using any one of the mainstream browsers. Applicants that are not actively issuing

certificates but otherwise meet membership criteria may be granted Interested

Party status for a period of time and participate in meetings, teleconferences, and

Member mailing lists, but may not propose or endorse ballots or vote.

(2) Root CA: The member organization operates a certification authority that has a current
and successful WebFrustfor-CAs-audit Trust Service Principles and Criteria for
Certification Authorities and WebTrust Principles and Criteria for Certification
Authorities — SSL Baseline with Network Security audits, or ETS| 102042 o+ ETS}- 101456
equivalent audit reports prepared by a properly-qualified auditor, and that actively issues

certificates to subordinate CAs that, in turn, actively issue certificates to Web servers that
are openly accessible from the Internet using any one of the mainstream browsers.
Applicants that are not actively issuing certificates but otherwise meet membership

criteria may be granted Interested Party status for a period of time and participate in

meetings, teleconferences, and Member mailing lists, but may not propose or endorse

ballots or vote.

(3) Browser: The member organization produces a software product intended for use by the
general public for browsing the Web securely.

(b) Applicants should supply the following information:
(1) Confirmation that the applicant satisfies at least one of the membership criteria (and if it
satisfies more than one, indication of the single category under which the applicant

wishes to apply).

(2) URL of the current qualifying performance audit report.



(3) The organization name, as you wish it to appear on the Forum Web site and in
official Forum documents.

(4) URL of the applicant's main Web site.
(5) Names and email addresses of employees who will participate in the Forum mail list.
(6) Emergency contact information for security issues related to certificate trust.

(7) Links or references to issued certificates that demonstrate compliance with all
applicable certificate, CRL, and OCSP requirements.

(c) An Applicant shall become a Member once the Forum has determined by vete consensus among
the Members during a teleconference or meeting that the Applicant meets all of the
requirements of subsection (a) or, upon the request of any Member, by a Ballot among the
Members. Avote-of Acceptance by consensus shall be determined or a Ballot of the Members
shall be held as soon as the Applicant indicates that it has presented all information required
under subsection (b) and has responded to all follow-up questions from the Forum and the
Member has complied with the requirements of Section 5.5.

Explanation of Bylaw amendments

The amendments do the following (for WebTrust, please read in “or ETSI equivalent”):
1. Update the old name of WebTrust for CAs to the new name.

2. Add the requirement of a BR WebTrust audit (since no CA can issue SSL certs today without one, and
the BRs are the most important product of the Forum to date — why would a CA want to join the Forum
if it can’t or won't follow the BRs and get a BR WebTrust audit? Why would we want that CA as a CA
Member?)

There was some discussion that CAs without a BR WebTrust might want to participate anyway — | doubt
that, but they can comment on the public list and join working groups. There was also discussion that
CAs that only issue code signing certs don’t need a BR WebTrust audit under browser rules — to date, no
CA issuing only code signing certs has applied to be a Member, so maybe we just wait to see if this ever
happens.

3. Il was told our old ETSI numbers are no longer valid. To deal with this into the future, | have changed
the language above to “or ETSI equivalent” so the reference will always be valid.

4. Instead of giving a new CA “observer” status, which is not defined, | followed the suggestion to give
the new CA “Interested Party” status, which is defined at Bylaw 3.1. We get to define the level of
participation of various Interested Parties, so we could allow a new CA to participate (but not vote) on
all conference calls, meetings, and mail lists, the same as we do for WebTrust and ETSI representatives.



5. I added the following as an additional item of information that new CAs would have to submit to
apply for membership: “Links or references to issued certificates that demonstrate compliance with all
applicable certificate, CRL, and OCSP requirements.” That is similar to what you were seeking.

6. Finally, | clarified that new members could be accepted by consensus during a teleconference of
meeting of the Members, but that any Member could request a Ballot on acceptance (so if a Member

objected, it could take the matter to a vote). This is roughly what we have been doing.

| welcome comments.



