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Introduction

• With a common understanding and rules, we 
can create a lint to detect and prevent
validation or quality issues

• The report shows encoding errors in most of 
the subject DN attributes

• The OU attribute looks to have the most errors

• Values of the address must come from an 
authentic source

• A linter such as the region zlint lint of the PKI 
Consortium matches against authentic values in 
Europe and ISO 3166-2 and  highlights common 
issues

• currently isn't good enough to enforce 

• not detailed enough to cover the locality, street or 
other address fields

https://github.com/pkic/zlint/blob/state-province/v3/lints/community/lint_subject_dn_state_unknown.go
https://github.com/pkic/regions


Unicode usage 
in the subject DN

• The 21 runes on the left, could simply 
be encoded as 6 runes at the right

#### INPUT: "tést\u00a01\u00ad\u0084\u200e\ufeff\u200b \u2004\u3000\u2028\ufff9\ufffa\ufffb �"
U+0074 't'        116 LATIN SMALL LETTER T

U+0065 'e'        101 LATIN SMALL LETTER E

U+0301 ''́        769 COMBINING ACUTE ACCENT

U+0073 's'        115 LATIN SMALL LETTER S

U+0074 't'        116 LATIN SMALL LETTER T

U+00A0        160 NO-BREAK SPACE

U+0031 '1'         49 DIGIT ONE

U+00AD        173 SOFT HYPHEN

U+0084        132 <control>

U+200E       8206 LEFT-TO-RIGHT MARK

U+FEFF      65279 ZERO WIDTH NO-BREAK SPACE

U+200B       8203 ZERO WIDTH SPACE

U+0020 ' '     32 SPACE

U+2004       8196 THREE-PER-EM SPACE

U+3000      12288 IDEOGRAPHIC SPACE

U+2028       8232 LINE SEPARATOR

U+FFF9      65529 INTERLINEAR ANNOTATION ANCHOR

U+FFFA      65530 INTERLINEAR ANNOTATION SEPARATOR

U+FFFB      65531 INTERLINEAR ANNOTATION TERMINATOR

U+FFFC ' '  65532 OBJECT REPLACEMENT CHARACTER

U+FFFD '�’ 65533 REPLACEMENT CHARACTER

#### Cleaned: "tést 1" (input length 21 <> result length 6)

U+0074 't'        116 LATIN SMALL LETTER T

U+00E9 'é'        233 LATIN SMALL LETTER E WITH ACUTE

U+0073 's'        115 LATIN SMALL LETTER S

U+0074 't'        116 LATIN SMALL LETTER T

U+0020 ' '         32 SPACE

U+0031 '1'         49 DIGIT ONE



Errors
February 8

Error details Count

invalid character: U+0084 (132) - <control> 6

invalid character: U+00A0 (160) - NO-BREAK SPACE 178

invalid character: U+00A1 '¡' (161) - INVERTED EXCLAMATION MARK 64

invalid character: U+00A2 '¢' (162) - CENT SIGN 2

invalid character: U+00A4 '¤' (164) - CURRENCY SIGN 21

invalid character: U+00A7 '§' (167) - SECTION SIGN 16

invalid character: U+00AD (173) - SOFT HYPHEN 52

invalid character: U+00B6 '¶' (182) - PILCROW SIGN 13

invalid character: U+00B7 '·' (183) - MIDDLE DOT 114

invalid character: U+060C '،' (1548) - ARABIC COMMA 1

invalid character: U+2004 (8196) - THREE-PER-EM SPACE 13

invalid character: U+200B (8203) - ZERO WIDTH SPACE 119

invalid character: U+200E (8206) - LEFT-TO-RIGHT MARK 33

invalid character: U+2020 '†' (8224) - DAGGER 4

invalid character: U+2022 '•' (8226) - BULLET 7

invalid character: U+2116 '№' (8470) - NUMERO SIGN 6

invalid character: U+25CB '○' (9675) - WHITE CIRCLE 1

invalid character: U+2F08 '⼈' (12040) - KANGXI RADICAL MAN 1

invalid character: U+2F2D '⼭' (12077) - KANGXI RADICAL MOUNTAIN 3

invalid character: U+2F4C '⽌' (12108) - KANGXI RADICAL STOP 1

invalid character: U+2F8F '⾏' (12175) - KANGXI RADICAL WALK ENCLOSURE 1

invalid character: U+3000 (12288) - IDEOGRAPHIC SPACE 1176

invalid character: U+3001 '、' (12289) - IDEOGRAPHIC COMMA 313

invalid character: U+30FB '・' (12539) - KATAKANA MIDDLE DOT 563

invalid character: U+321C '㈜' (12828) - PARENTHESIZED HANGUL CIEUC U 95

invalid character: U+FEFF (65279) - ZERO WIDTH NO-BREAK SPACE 21

invalid character: U+FF06 '＆' (65286) - FULLWIDTH AMPERSAND 38

invalid character: U+FF0C '，' (65292) - FULLWIDTH COMMA 23

invalid character: U+FF0E '．' (65294) - FULLWIDTH FULL STOP 7

invalid character: U+FF0F '／' (65295) - FULLWIDTH SOLIDUS 1

invalid character: U+FF65 '･' (65381) - HALFWIDTH KATAKANA MIDDLE DOT 9

invalid character: U+FFFD '�' (65533) - REPLACEMENT CHARACTER 8

value contains multiple scripts map[Arabic:true Latin:true] 1

value contains multiple scripts map[CJK:true Greek:true Latin:true] 1

value contains multiple scripts map[CJK:true Latin:true] 1565

value contains multiple scripts map[Cyrillic:true Latin:true] 105

value contains multiple scripts map[Greek:true Latin:true] 59

value contains multiple scripts map[Hangul:true Latin:true] 14

value contains multiple scripts map[Latin:true Malayalam:true] 6

value contains multiple scripts map[Latin:true Thai:true] 11

value is not in unicode normalization form C (NFC) 152

Grand Total 4824



U+FFFD '�' 
(65533)

REPLACEMENT CHARACTER

Used to replace an unknown, unrecognized, or 
unrepresentable character



U+00A4 '¤’
(164)

CURRENCY SIGN

Used to denote an unspecified currency



U+00A1 '¡’
(161)

INVERTED EXCLAMATION MARK

Used to begin interrogative and exclamatory 
sentences or clauses in Spanish and some 

languages which have cultural ties with Spain, 
such as the Galician, Asturian and Waray 

languages



Whitespace 
normalization



NFC 
normalization

UAX #15

Canonical-equivalent strings have the same binary 
representation.

In NFC normalization the runes:

U+0065 'e'  (LATIN SMALL LETTER E) and 

U+0301 '’́   (COMBINING ACUTE ACCENT) 

that make the letter é, are combined into the single rune:

U+00E9 'é’  (LATIN SMALL LETTER E WITH 

ACUTE). 

Visually they look the same but in a byte for byte comparison 
they are not.

Unicode advised to use NFC normalization when 
comparing values

https://www.unicode.org/faq/normalization.html


Do we need these 
characters?

Block Range Example

Domino Tiles U+1F030 - U+1F09F 🀾

Braille Patterns U+2800 - U+28FF ⠟

Geometric Shapes U+25A0 - U+25FF △

Emoticons U+1F600 - U+1F64F 😀

Enclosed Alphanr. U+1F100 - U+1F1FF 🄰

Arrows U+2190 - U+21FF ↭

Block Elements U+2580 - U+259F ▇

Musical Symbols U+1D100 - U+1D1FF 𝅘𝅥𝅮

Playing Cards U+1F0A0 - U+1F0FF 🂡

Transport & Map … U+1F680 - U+1F6FF 🚀

Chess Symbols U+1FA00 - U+1FA6F 𝅘𝅥𝅮

Egypt. Hieroglyphs U+13000 - U+1342F 𓀀



Naming police
What is acceptable?

• The objective of the subject information is to inform and 
protect the relying party

• Relying parties should not be confused with encoding errors, 
symbols, and other markup

• We do not want to police what a valid name looks like

• Authentic sources have different rules

• Where to draw the line, do we accept:
• Names in small form, full or half width characters?

• Name that consists solely of lines, shades and symbols?

• Character replacements?

Figurative name Code Representing

▇▇▇▇▇▇▇▇▇▇▇▇ U+2587 Redacted

☢ Company U+2622 Radioactive Company

Ｃｏｍｐａｎｙ U+FF00 - U+FFEF Company

⏎ Home U+23CE Return Home

𝅘𝅥𝅮 Inc. U+1F6D7 Elevator Inc.

⠠⠉⠕⠍⠏⠁⠝⠽ U+2800 - U+28FF Company

🄱🄾🅇 U+1F100 - U+1F1FF Box



Thanks


