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Website identity mismatch case study

@ O T Cloudflare, Inc. [US] | https://dc.gov @ O T Coudflare, Inc. [US] | https//dc.gov
| EEEEERET | i 5 Subject de.gov, Cloudflare, Inc.,
T Identity is Validated (Organization) X
|
» Org: Cloudflare, Inc. ' CN = de.gov
Loc: San Francisco, California, US LO:_S?:[::?::C[ECEG
5° Identitified by Cloudflare, Inc. € = California
* % % Learn more C=Us
[ S
JOV mummm
ZT Browser display the O field info in the address bar
@ T Solideo Systems Co., Ltd. [KR] | https://www.gov.kr @ B Solideo Systems Co., Ltd. [KR] | https://www.gov.kr | =i Subject *.gov.kr, Solideo Systems
Q GOV.KR f Ge T Identity is Validated (Organization) x CN = *.gov.kr
) » O = Solideo Systems Co., Ltd.
» Org: Solideo Systems Co,, Ltd. L=y d
= Yeongdeungpo-gu
Loc: Yeongdeungpo-gu, Seoul, KR S = Seoul
5% Identitified by DigiCert Inc C=KR

Learn more
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Website identity mismatch case study

@ O T Cloudflare Inc. [US] | hitpsy//www.argentina.gob.ar @ B T Beijing Siyuan Zhengtong Technology Group Co.... | https:y/portal.bjt.beijing.gov.cn

(L) IE=HAREAT

5-;“;‘1 Argentlna.QOb'ar S e's Government of Beijing Municipality

@ @ T Cloudflare, Inc. [US] | hitps://www.argentina.gob.ar @ O T Beijing Siyuan Zhengtong Technology Group Co.,... | https)//portal.bjt.beijing.gov.cn

T Identity is Validated (Organizatio x Ts Identity is Validated (Organization) X _-_I_-EA Eiﬁ_
# Org: Beijing Siyuan Zhengtong Technology Group ’?\ E 1
e ment of Beijing Municipality

Org: Cloudflare, Inc.
) . ) Co,, Ltd.
i Loc: San Francisco, California, US Loc: Beijing, Beijing, CN
& ldentitified by Cloudflare, Inc. & Identitified by GlobalSign nv-sa
Learn more

Learn more

=

‘ Subjec portal.bjt.beijing.gov.cn, Beijing Siyuan Zhe

| Subject argentina.gob.ar, Cloudflare,

CM = portal.bjt.beijing.gov.cn

CN = argentina.gob.ar

» O = Cloudflare, Inc. » O = Beijing Siyuan Zhengtong Technaology Group Co., Ltd.
L = San Francisco L = Beijing
5 = California S = Beijing

C=us C=CN <4>
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@ A browser for zero trust security online surfing

Why so many website identity mismatched?

* There are many websites identity that are not
matched with its real identity, not just government
website. all certificates issued by Cloudflare (93.39M)
O field name is Cloudflare, Inc.

* Are these identity mismatched certificates violate BR?

* Maybe NOT, the company provided the proof
documents and validated the .gov domain control,
then CA issued the certificate.

* So, how we can improve it and solve this problem?

Cemsgs Q, Certificates

Quick Filters

For all fields, see Data Definitions
Tag:

127.08M [& ov

127.08M & Currently Trusted
127.08M 3 Unexpired
93.72M & CT

93.71M G Google CT

E More

Issuer:

93.39M Cloudflare, Inc.
16.80M DigiCert Inc

10.57M Microsoft Corporation
1.59M IdenTrust

1.07M Sectigo Limited

& More

<5>
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Re-think the SSL certificate function — Prove identity

& | Certificate

General Details  Certification Path

L —§ Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
*Proves your identity to a remote computer
+2.23.140.1.2.1

*1.3.6.1.4.1 %s.1.1.1

* Refer to the certification authority's statement for details.

n Certificate
General Details Certification Path

Show: §7<IV\VII> vri

Field Value

3| Enhanced Key Usage Server Authentication (1.3.6....

(37 Subject Alternative Name DNS Name=www.zotrus.com, ...
Glsc List v1, adf7befa7cff10c88b9d3ds. ..
[i]key Usage Digital Signature (30)
mmﬁainh Qithiert Tune =FnAd Fntity_Pat

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

According to the latest CT log data, DV SSL certificates
have accounted for 85% of all SSL certificate, this
means SSL certificate is no longer a certification of
website identity!

Why so many website installed a mismatched identity
certificate is because no one care about the SSL
certificate identity function.

More mismatch certificate issued, more customer don’t
like to buy OV SSL and EV SSL certificate. Is it good for
CA industry? Is it good for global Internet security?

NOIl We must do something to make change!

<6>
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Possible solutions for CA/B Forum discussing

* Double check the *.gov.** domain applicant identity if it is a government
agency, If it iIs a company, CA operator must reject and ask for providing
government entity proof document.

<7>
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ZoTrus solution — ZT Browser

Display the OV SSL and EV SSL certificate identity info in the address bar. For
EV SSL, green address bar and T4 trust icon. For OV SSL, white address bar
and T3 trust icon. For DV SSL, gray address bar and T1 icon.

@ | Ts [US]PayPal, Inc. | https://www.paypal.com

Ts Extended Validated (Private Organization)

Org: PayPal, Inc.
SM: 3074267

Loc: San Jase, Califarnia, US

&% Identitified by DigiCert Inc

LEarn more

N

X

EV

Display the issuing
CA O field

@ T [US] Microsoft Corporation | hitps://www.microsoft.com

T Identity is Validated (Organization) X

Org: Microsoft Corporation

Lac: Redmond, WA, US

& Identitified by Microsoft Corporation

oV

LEarn mors

Display the issuing
CA O field

@ O T hitpsy//aws.amazon.com DV

T DV, Website Identity Not Validated

Learnm morg
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ZoTrus solution — ZT Browser

To solve the mismatched websites, ZT Browser display its identity info preferentially
based on ZoTrus Website Trusted Identity Database, not based on the certificate O field,

so the identity of the government website is displayed correctly.

@ @ T [US]US. State of District of Columbia Government | hitps://dc.gov @ T [KR]Republic of Korea Government | hitps://www.gov.kr

Residents « Government + Visitors = Education = Q GOV. KR

[KR] Republic of Korea Government | hitps://www.gov.kr

@ O T [US]U.S. State of District of Columbia Government | https://dc.gov a T
IEETITITIN TTTTTTTITTTTTITEITIT
Ta Extended Validated (Government Entity) X Ta

* Org: U.S. State of District of Columbia Government | * Org: Republic of Korea Government

B¢ Identitified by ZT Browser Loc: Seoul, Republic of Korea

Learn more E

Display the identity <9>
validation operator

Extended Validated (Government Entity) X

52 Identitified by ZT Browser

Learn more
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ZoTrus solution — ZT Browser

To solve the mismatched websites, ZT Browser display its identity info preferentially
based on ZoTrus Website Trusted Identity Database, not based on the certificate O field, so
the identity of the government website is displayed correctly.

@ B T [CN]People's Government of Beijing Municipality, C... | https://portal.bjt.beijing.gov.cn

@ B T [AR]Argentina Government | https://www.argentina.gob.ar

L UIN

The People’ ernment of Beijing Municipality

= Argentina.gob.ar

@ D T [AR] Argentina Government | hitps://www.argentina.gob.ar @ O (Ts [CN]People’s Government of Beifjing Municipality, C... | https://portal.bjt.beijing.gov.cn

Ta Extended Validated (Government Entity) X

Ta Extended Validated (Government Entity) X |
. ! * Org: People's Government of Beijing Municipality, ’?\ mA EK 'q

Org: Argentina Government | hi
na

: i i nt of Beijing Municipality
Loc: Buenos Aires, Argentina E-WID: CA010000000604299710004 emment of Beljing Municipa

Loc: Beijing, China

Learn more

¢ Identitified by ZT Browser ‘
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ZoTrus solution — ZT Browser

For DV SSL certificate without identity, ZoTrus Website Trusted Identity Validation Service provide
validation service that the OV Certified and EV Certified website identity will display like OV SSL

and EV SSL deployed, no matter the website deployed a DV SSL. The website identity can be done

by CAor by ZT Browser. All ZT Browser trusted CA can post the validated website identity info to

ZoTrus Website Trusted Identity Database for green bar displaying.

@ B T [US]United States Government | hitps://www.usa.gov @ @ T [CN]China Government | https://www.gov.cn
T+ Extended Validated (Government Entity) X T4 Extended Validated (Government Entity) X
Org: United States Government Org: China Government
Loc: Washington, D.C., United States Loc: Beijing, China |
* 5 Identitified by Sectigo | * ¢ Identitified by ZT Browser |

-~ -
Learn more k Learn more k

Display the identity ] - -
validation operator (CA) _ Dls.play the identity
validation operator (ZoTrus) <11>
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ZT Browser other features

J— httpS enCI’yptlon —p @ @ Ta [CN]ZoTrus Technology Limited | https://zotrus.com

Website Security Rating: A+ b4 R . . .
ealtime security test ratin
60% | zotrus.com y g
@ Connection s encrypted (€O 4—% Change displaying “secure” to “encrypted”
@ (B T [CN]ZoTrus Technology Limited | https://ztbrowser.com

Website .
S rit WAF protectlon =" @ Cloud WAF Security Protection ——X__ 1 No WAF protection, no security

ecuri y o I Provided by Cloudflare Cloud WAF

o ZOA) Learn more
100%

@ B T [CN]ZoTrus Technology Limited | https://ztbrowser.com

—| Trusted Identity >

> Ta Extended Validated (Private Organization) X

20% ' Org: ZoTrus Technology Limited <+— No validated identity, no security
0 SM: 91440300MASGY4X4AXH

Loc: Shenzhen, China

&* Identitified by ZT Browser

Learn more
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ZT Browser other features

@ M B T [CN]People's Government of Anhui Province, China | https://www.ah.gov.cn

SpeC|a| for‘ Ch|na market = | M Cryptography Protection Compliant (SM2) ~x  Eifr
_ SMZ algorithm Support Connection uses GMSSL (SM2)

The connection is encrypted wsing SM4, with SM3 A ”
for message authentication and SM2 as the key ‘ # ﬁ ﬁ A % H Hg

exchange mechanism.

<13>

o e $ www.ah.gov.cn
4 eople's Government of Anhui Province, China s://www.ah.gov.cn
m T [CN] People's G t of Anhui P China | http hg
x | = il Elements  Console  Sources  Security X % az || B a : X
Certificate Viewer
General Details a ® A
Main arigin
5] GDCA GM SM2 ROOT . . )
5] GDCA OV SSL SM2 CA Reload to view details This page is secure (valid HTTPS).
F-5] wwah.govien B Certificate - valid and trusted i
The cennection to this site is using a valid, trusted server |
Field Value certificate issued by GDCA OV S5L M2 CA, |
View certificate :
[Z] Signature Algorithm SM3_SM2 .
E] Signature hash algorithm SM3 - . . . |
E:I | EDCR OV 5L EM2 CA Global Dia B Connection - secure connection settings
35|IJer - Slobal gl | The cennection to this site is encrypted and
[Z] valid from 2021-07-27 b authenticated using GMSSL, SM2, and SM4 with SM3,
E t 2022-08-03 i
D Subject Info www.ah.gov.cn, ZESAEERFME B Resources - all served securely |
D Public Key 04 71 4C 85 37 C7 FD FE DO 58 6C . All resources on this page are served securely. ‘
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ZT Browser other features

@ M B T [CN]People's Government of Anhui Province, China | https://www.ah.gov.cn

SpeC|a| for Ch|na market =) | M Cryptography Protection Compliant (SM2) X i}

Connection uses GMSSL (SM2)

- SMZ algorithm Support e connection is encrypted wsin wi
:—:r messag: authentic:g:mdand SQMSZM;I th:lll::ﬂg b:\_ ﬁ % % A % M liq
‘._

exchange mechanism.
www.ah.gov.cn

[oee ]
‘H’ Pt Currently, in order to support all browsers, the website installed
RE, . Sl o ifi i _adapti
o \ BE dual SSL certificate for RSA/SM2 algorithm auto-adaption.
o> E=E——

website Question for CA/B Forum:

«
‘\699 oge
/ dua;gg;;;;;g;m When SM2 SSL certificate can be included in the BR?
SM2/SM3/SM4 is included in ISO/IEC14888-3/AMD1.

user B
browser (RSA)

<14>
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ZoTrus Trusted Root Program

https://ztbrowser.com/trust-root-program.html

All RSA/ECC algorithm root certificates included in Chromium 97 is trusted as default, but we will change
our policy at any time without notice that we may des-include some default roots.

SM2 algorithm root certificate inclusion applicant must have a valid China CA license issued by MIIT and
SCA, must have its own SM2 Root certificate or sub-CA issued by the Chinese SM2 Root CA for issuing
SM2 SSL/TLS certificates.

ZoTrus accepts and removes root certificates as it deems appropriate at its sole discretion. ZoTrus prioritizes
root inclusion requests as it deems appropriate at its sole discretion.

All ZT Browser trusted root CA operators are qualified to provide ZT Browser trusted Website Trusted
Identity Validation service. ZT Browser not only display the validation level of the SSL certificate issued by
trusted CA for free, but also trust its website validation data that the CA operators are qualified to synchronize
to the trusted website data to ZoTrus Trusted Website Database, and ZT Browser will also display its

validation level in the address bar for free.
<15>
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