Baseline Requirements

7.1.4.2.1. Subject Alternative Name Extension
Certificate Field: extensions:subjectAltName
Required/Optional: Required

Contents: This extension MUST contain at least one entry. Each entry MUST be either a dNSName or
iPAddress name.

For entries of the type dNSName, the entry MUST containing the Fully-Qualified Domain Name that the
CA has validated in accordance with section 3.2.2.4. The FQDN must comply with RFC 5280, Section
4.2.1.6, including that the name be in “preferred name syntax,” with the following exceptions: a single
wildcard character (“*”) MAY be present as the left-most, most subordinate level, if the CA has validated
the name consistent with Section 3.2.2.6; and one or more underscore characters (“ ”) may be present
in the FQDN, in deviation from the “preferred name syntax”. The entry MUST NOT contain an Internal
Name.

For entries of the type iPAddress, the entry MUST contain an IP address that the CA has validated in
accordance with Section 3.2.2.5. The entry MUST NOT contain a Reserved IP Address.




