Ballot 180 (showing changes from Guidelines as of 10-25-2016)

BR 3.2.2.4 Validation of Domain Authorization or Control

This section defines the permitted processes and procedures for validating the Applicant's ownership or
control of the domain.

The CA SHALL confirm that, as of the date the Certificate issues, either the CA or a Delegated Third Party has
validated each Fully-Qualified Domain Name (FQDN) listed in the Certificate using-atleastone-of the-methods

listed-below by using any method of confirmation, provided that the CA maintains documented

evidence that the method of confirmation establishes that the Applicant is the Domain Name
Registrant or has control over the Fully Qualified Domain Name (FQDN).

Completed confirmations of Applicant authority may be valid for the issuance of multiple certificates over
time. In all cases, the confirmation must have been initiated within the time period specified in the relevant
requirement (such as Section 3.3.1 of this document) prior to certificate issuance. For purposes of domain
validation, the term Applicant includes the Applicant's Parent Company, Subsidiary Company, or Affiliate.







EVGL 11.7

11.7.1. Verification Requirements

(1) For each Fully-Qualified Domain Name listed in a Certificate, other than a Domain Name with .onion
in the rightmost label of the Domain Name, the CA SHALL confirm that, as of the date the Certificate was
issued, the Applicant (or the Applicant’s Parent Company, Subsidiary Company, or Affiliate, collectively
referred to as “Applicant” for the purposes of this section) either is the Domain Name Registrant or has
control over the FQDN usmg a procedure spec1f1ed in Section 3 2.2.4 of the Basehne Requirements execept
. For a Certificate
lssued to a Domain Name w1th .onion in the right-most label of the Domaln Name the CA SHALL confirm
that, as of the date the Certificate was issued, the Applicant’s control over the .onion Domain Name in
accordance with Appendix F.

(2) Mixed Character Set Domain Names: EV Certificates MAY include Domain Names containing mixed
character sets only in compliance with the rules set forth by the domain registrar. The CA MUST visually
compare any Domain Names with mixed character sets with known high risk domains. If a similarity is
found, then the EV Certificate Request MUST be flagged as High Risk. The CA must perform reasonably
appropriate additional authentication and verification to be certain beyond reasonable doubt that the
Applicant and the target in question are the same organization.



