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 Document History 
Ver. Ballot Description Adopted Effective* 
1.0.0 62  Version 1.0 of the Baseline Requirements Adopted 22-Nov-11 01-Jul-12 
1.0.1 71  Revised Auditor Qualifications 08-May-12 01-Jan-13 
1.0.2 75  Non-critical Name Constraints allowed as exception to RFC 5280 08-Jun-12 08-Jun-12 
1.0.3 78  Revised Domain/IP Address Validation, High Risk Requests, and

Data Sources 
22-Jun-12 22-Jun-12 

1.0.4 80  OCSP responses for non-issued certificates 02-Aug-12 01-Feb-13 
01-Aug-13 

-- 83  Network and Certificate System Security Requirements adopted 03-Aug-13 01-Jan-13 
1.0.5 88  User-assigned country code of XX allowed 12-Sep-12 12-Sep-12 
1.1.0 --  Published as Version 1.1 with no changes from 1.0.5 14-Sep-12 14-Sep-12 
1.1.1 93  Reasons for Revocation and Public Key Parameter checking 07-Nov-12 07-Nov-12 

01-Jan-13 
1.1.2 96  Wildcard certificates and new gTLDs 20-Feb-13 20-Feb-13 

01-Sep-13 
1.1.3 97  Prevention of Unknown Certificate Contents 21-Feb-13 21-Feb-13 
1.1.4 99 Add DSA Keys (BR v.1.1.4) 3-May-2013  3-May-2013
1.1.5 102 Revision to subject domainComponent language in section 9.2.3 31-May-2013 31-May-2013
1.1.6 105 Technical Constraints for Subordinate Certificate Authorities 29-July-2013 29-July-2013
1.1.7     

* Effective Date and Additionally Relevant Compliance Date(s) 

Implementers’ Note:  Version 1.1 of these SSL Baseline Requirements was published on September 14, 2012.  
Version 1.1 of WebTrust’s SSL Baseline Audit Criteria and ETSI Technical Standard Electronic Signatures and 
Infrastructures (ESI) 102 042 version 2.3.1 incorporate version 1.1 of these Baseline Requirements and are currently 
in effect.  See http://www.webtrust.org/homepage-documents/item27839.aspx and also 
http://www.etsi.org/deliver/etsi_ts/102000_102099/102042/02.03.01_60/ts_102042v020301p.pdf.   

The CA/Browser Forum continues to improve the Baseline Requirements, and we encourage all CAs to conform to 
each revision on the date specified without awaiting a corresponding update to an applicable audit criterion.  In the 
event of a conflict between an existing audit criterion and a guideline revision, we will communicate with the audit 
community and attempt to resolve any uncertainty, and we will respond to implementation questions directed to 
questions@cabforum.org.  Our coordination with compliance auditors will continue as we develop guideline 
revision cycles that harmonize with the revision cycles for audit criteria, the compliance auditing periods and cycles 
of CAs, and the CA/Browser Forum’s guideline implementation dates. 
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1. Scope	
The Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates describe a subset of 
the requirements that a Certification Authority must meet in order to issue Publicly Trusted Certificates.  Except 
where explicitly stated otherwise, these requirements apply only to relevant events that occur on or after the 
Effective Date. 

These Requirements do not address all of the issues relevant to the issuance and management of Publicly-Trusted 
Certificates.  The CA/Browser Forum may update the Requirements from time to time, in order to address both 
existing and emerging threats to online security.  In particular, it is expected that a future version will contain more 
formal and comprehensive audit requirements for delegated functions. 

This version of the Requirements only addresses Certificates intended to be used for authenticating servers 
accessible through the Internet.  Similar requirements for code signing, S/MIME, time-stamping, VoIP, IM, Web 
services, etc. may be covered in future versions. 

These Requirements do not address the issuance, or management of Certificates by enterprises that operate their own 
Public Key Infrastructure for internal purposes only, and for which the Root Certificate is not distributed by any 
Application Software Supplier. 

These Requirements are applicable to all Certification Authorities within a chain of trust. They are to be flowed 
down from the Root Certification Authority through successive Subordinate Certification Authorities. 

2. Purpose	
The primary goal of these Requirements is to enable efficient and secure electronic communication, while 
addressing user concerns about the trustworthiness of Certificates.  The Requirements also serve to inform users and 
help them to make informed decisions when relying on Certificates. 

3. References	
(Please refer to the latest official version of these publications.)  

ETSI TS 119 403, Electronic Signatures and Infrastructures (ESI); Trust Service Provider Conformity Assessment - 
General Requirements and Guidance, available at: 
http://www.etsi.org/deliver/etsi_ts/119400_119499/119403/01.01.01_60/ts_119403v010101p.pdf. 

ETSI TS 102 042 V2.1.1, Electronic Signatures and Infrastructures (ESI); Policy requirements for certification 
authorities issuing public key certificates. 

FIPS 140-2, Federal Information Processing Standards Publication - Security Requirements For Cryptographic 
Modules, Information Technology Laboratory, National Institute of Standards and Technology, May 25, 2001. 

ISO 21188:2006, Public key infrastructure for financial services -- Practices and policy framework. 

NIST SP 800-89, Recommendation for Obtaining Assurances for Digital Signature Applications, 
http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89_November2006.pdf. 

RFC2119, Request for Comments: 2119, Key words for use in RFCs to Indicate Requirement Levels, Bradner, 
March 1997. 

RFC2527, Request for Comments: 2527, Internet X.509 Public Key Infrastructure:  Certificate Policy and 
Certification Practices Framework, Chokhani, et al, March 1999. 

RFC2560, Request for Comments: 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol 
- OCSP M. Myers, et al, June 1999. 

RFC3647, Request for Comments: 3647, Internet X.509 Public Key Infrastructure:  Certificate Policy and 
Certification Practices Framework, Chokhani, et al, November 2003. 
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RFC4366, Request for Comments: 4366, Transport Layer Security (TLS) Extensions, Blake-Wilson, et al, April 
2006. 

RFC5019, Request for Comments: 5019, The Lightweight Online Certificate Status Protocol (OCSP) Profile for 
High-Volume Environments, A. Deacon, et al, September 2007. 

RFC5280, Request for Comments: 5280, Internet X.509 Public Key Infrastructure:  Certificate and Certificate 
Revocation List (CRL) Profile, Cooper et al, May 2008. 

WebTrust Program for Certification Authorities Version 2.0, available at http://www.webtrust.org/homepage-
documents/item27839.aspx. 

X.509v3 , ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology - Open Systems 
Interconnection - The Directory:  Public-key and attribute certificate frameworks. 

4. Definitions	
Affiliate:  A corporation, partnership, joint venture or other entity controlling, controlled by, or under common 
control with another entity, or an agency, department, political subdivision, or any entity operating under the direct 
control of a Government Entity. 

Applicant:  The natural person or Legal Entity that applies for (or seeks renewal of) a Certificate.  Once the 
Certificate issues, the Applicant is referred to as the Subscriber.  For Certificates issued to devices, the Applicant is 
the entity that controls or operates the device named in the Certificate, even if the device is sending the actual 
certificate request. 

Applicant Representative:  A natural person or human sponsor who is either the Applicant, employed by the 
Applicant, or an authorized agent who has express authority to represent the Applicant:  (i) who signs and submits, 
or approves a certificate request on behalf of the Applicant, and/or (ii) who signs and submits a Subscriber 
Agreement on behalf of the Applicant, and/or (iii) who acknowledges and agrees to the Certificate Terms of Use on 
behalf of the Applicant when the Applicant is an Affiliate of the CA. 

Application Software Supplier:  A supplier of Internet browser software or other relying-party application 
software that displays or uses Certificates and incorporates Root Certificates. 

Attestation Letter:  A letter attesting that Subject Information is correct written by an accountant, lawyer, 
government official, or other reliable third party customarily relied upon for such information. 

Audit Report:  A report from a Qualified Auditor stating the Qualified Auditor’s opinion on whether an entity’s 
processes and controls comply with the mandatory provisions of these Requirements.  

Certificate:  An electronic document that uses a digital signature to bind a public key and an identity. 

Certificate Data:  Certificate requests and data related thereto (whether obtained from the Applicant or otherwise) 
in the CA’s possession or control or to which the CA has access. 

Certificate Management Process:  Processes, practices, and procedures associated with the use of keys, software, 
and hardware, by which the CA verifies Certificate Data, issues Certificates, maintains a Repository, and revokes 
Certificates. 

Certificate Policy:  A set of rules that indicates the applicability of a named Certificate to a particular community 
and/or PKI implementation with common security requirements. 

Certificate Problem Report:  Complaint of suspected Key Compromise, Certificate misuse, or other types of fraud, 
compromise, misuse, or inappropriate conduct related to Certificates. 

Certificate Revocation List:  A regularly updated time-stamped list of revoked Certificates that is created and 
digitally signed by the CA that issued the Certificates.  

Certification Authority:  An organization that is responsible for the creation, issuance, revocation, and 
management of Certificates.  The term applies equally to both Roots CAs and Subordinate CAs. 
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an algorithm and key-length that, according to the state of the art, are capable of withstanding cryptanalytic attacks 
for the residual life of the encrypted key or key part.  The Private Key SHALL be backed up, stored, and recovered 
only by personnel in trusted roles using, at least, dual control in a physically secured environment.     

17. Audit		
 

Certificates that are capable of being used to issue new certificates MUST either be Technically Constrained in line 
with section 9.7 and audited in line with section 17.9 only, or Unconstrained and fully audited in line with all 
remaining requirements from section 17. A Certificate is deemed as capable of being used to issue new certificates if 
it contains an X.509v3 basicConstraints extension, with the cA boolean set to true and is therefore by definition a 
Root CA Certificate or a Subordinate CA Certificate.  

17.1 Eligible	Audit	Schemes	
The CA SHALL undergo an audit in accordance with one of the following schemes:  

1. WebTrust Program for Certification Authorities v2.0;  

2. A national scheme that audits conformance to ETSI TS 102 042 including DVCP, OVCP, EVCP or EVCP+ 
policy requirements;  

3. A scheme that audits conformance to ISO 21188:2006; or  

4. If a Government CA is required by its Certificate Policy to use a different internal audit scheme, it MAY use 
such scheme provided that the audit either (a) encompasses all requirements of one of the above schemes or (b) 
consists of comparable criteria that are available for public review.  

Whichever scheme is chosen, it MUST incorporate periodic monitoring and/or accountability procedures to ensure 
that its audits continue to be conducted in accordance with the requirements of the scheme.  

The audit MUST be conducted by a Qualified Auditor, as specified in Section 17.6. 

17.2 Audit	Period	
The period during which the CA issues Certificates SHALL be divided into an unbroken sequence of audit periods.  
An audit period MUST NOT exceed one year in duration. 

17.3 Audit	Report	
The Audit Report SHALL state explicitly that it covers the relevant systems and processes used in the issuance of all 
Certificates that assert one or more of the policy identifiers listed in Section 9.3.1. The CA SHALL make the Audit 
Report publicly available.  The CA is not required to make publicly available any general audit findings that do not 
impact the overall audit opinion.  For both government and commercial CAs, the CA SHOULD make its Audit 
Report publicly available no later than three months after the end of the audit period.  In the event of a delay greater 
than three months, and if so requested by an Application Software Supplier, the CA SHALL provide an explanatory 
letter signed by the Qualified Auditor. 

17.4 Pre‐Issuance	Readiness	Audit	
If the CA has a currently valid Audit Report indicating compliance with an audit scheme listed in Section 17.1, then 
no pre-issuance readiness assessment is necessary. 

If the CA does not have a currently valid Audit Report indicating compliance with one of the audit schemes listed in 
Section 17.1, then, before issuing Publicly-Trusted Certificates, the CA SHALL successfully complete a point-in-
time readiness assessment performed in accordance with applicable standards under one of the audit schemes listed 
in Section 17.1.  The point-in-time readiness assessment SHALL be completed no earlier than twelve (12) months 


