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1. Scope

The Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates describe a subset of
the requirements that a Certification Authority must meet in order to issue Publicly Trusted Certificates. Except
where explicitly stated otherwise, these requirements apply only to relevant events that occur on or after the
Effective Date.

These Requirements do not address all of the issues relevant to the issuance and management of Publicly-Trusted
Certificates. The CA/Browser Forum may update the Requirements from time to time, in order to address both
existing and emerging threats to online security. In particular, it is expected that a future version will contain more
formal and comprehensive audit requirements for delegated functions.

This version of the Requirements only addresses Certificates intended to be used for authenticating servers
accessible through the Internet. Similar requirements for code signing, S/IMIME, time-stamping, VoIP, IM, Web
services, etc. may be covered in future versions.

These Requirements do not address the issuance, or management of Certificates by enterprises that operate their own
Public Key Infrastructure for internal purposes only, and for which the Root Certificate is not distributed by any
Application Software Supplier.

2. Purpose

The primary goal of these Requirements is to enable efficient and secure electronic communication, while
addressing user concerns about the trustworthiness of Certificates. The Requirements also serve to inform users and
help them to make informed decisions when relying on Certificates.

3. References

ETSI Electronic Signatures and Infrastructures (ESI); Trust Service Provider Conformity Assessment - General
Requirements and Guidance, available at:
http://www.etsi.org/deliver/etsi_ts/119400 119499/119403/01.01.01 60/ts_119403v010101p.pdf.

ETSI TS 102 042 V2.1.1, Electronic Signatures and Infrastructures (ESI); Policy requirements for certification
authorities issuing public key certificates.

FIPS 140-2, Federal Information Processing Standards Publication - Security Requirements For Cryptographic
Modules, Information Technology Laboratory, National Institute of Standards and Technology, May 25, 2001.

NIST SP 800-89, Recommendation for Obtaining Assurances for Digital Signature Applications,
http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89 November2006.pdf

ISO 21188:2006, Public key infrastructure for financial services -- Practices and policy framework.

RFC2119, Request for Comments: 2119, Key words for use in RFCs to Indicate Requirement Levels, Bradner,
March 1997.

RFC2527, Request for Comments: 2527, Internet X.509 Public Key Infrastructure: Certificate Policy and
Certification Practices Framework, Chokhani, et al, March 1999.

RFC2560, Request for Comments: 2560, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol
- OCSP M. Myers, et al, June 1999.

RFC3647, Request for Comments: 3647, Internet X.509 Public Key Infrastructure: Certificate Policy and
Certification Practices Framework, Chokhani, et al, November 2003.

RFC4366, Request for Comments: 4366, Transport Layer Security (TLS) Extensions, Blake-Wilson, et al, April
2006.

RFC5019, Request for Comments: 5019, The Lightweight Online Certificate Status Protocol (OCSP) Profile for
High-Volume Environments, A. Deacon, et al, September 2007.
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Delegated Third Party: A natural person or Legal Entity that is not the CA but is authorized by the CA to assist in
the Certificate Management Process by performing or fulfilling one or more of the CA requirements found herein.

Domain Authorization Document: Documentation provided by, or a CA’s documentation of a communication
with, a Domain Name Registrar, the Domain Name Registrant, or the person or entity listed in WHOIS as the
Domain Name Registrant (including any private, anonymous, or proxy registration service) attesting to the authority
of an Applicant to request a Certificate for a specific Domain Namespace.

Domain Name: The label assigned to a node in the Domain Name System.

Domain Namespace: The set of all possible Domain Names that are subordinate to a single node in the Domain
Name System.

Domain Name Registrant: Sometimes referred to as the “owner” of a Domain Name, but more properly the
person(s) or entity(ies) registered with a Domain Name Registrar as having the right to control how a Domain Name
is used, such as the natural person or Legal Entity that is listed as the “Registrant” by WHOIS or the Domain Name
Registrar.

Domain Name Registrar: A person or entity that registers Domain Names under the auspices of or by agreement
with: (i) the Internet Corporation for Assigned Names and Numbers (ICANN), (ii) a national Domain Name
authority/registry, or (iii) a Network Information Center (including their affiliates, contractors, delegates, successors,
or assigns).

Effective Date: These Requirements come into force on 1 July 2012.

Enterprise RA: An employee or agent of an organization unaffiliated with the CA who authorizes issuance of
Certificates to that organization.

Expiry Date: The “Not After” date in a Certificate that defines the end of a Certificate’s validity period.

Fully-Qualified Domain Name: A Domain Name that includes the labels of all superior nodes in the Internet
Domain Name System.

Government Entity: A government-operated legal entity, agency, department, ministry, branch, or similar element
of the government of a country, or political subdivision within such country (such as a state, province, city, county,
etc.).

High Risk Certificate Request: A Request that the CA flags for additional scrutiny by reference to internal criteria
and databases maintained by the CA, which may include names at higher risk for phishing or other fraudulent usage,
names contained in previously rejected certificate requests or revoked Certificates, names listed on the Miller Smiles
phishing list or the Google Safe Browsing list, or names that the CA identifies using its own risk-mitigation criteria.

Internal Server Name: A Server Name (which may or may not include an Unregistered Domain Name) that is not
resolvable using the public DNS.

Issuing CA: In relation to a particular Certificate, the CA that issued the Certificate. This could be either a Root
CA or a Subordinate CA.

Key Compromise: A Private Key is said to be compromised if its value has been disclosed to an unauthorized
person, an unauthorized person has had access to it, or there exists a practical technique by which an unauthorized
person may discover its value._A Private Key is also considered compromised if methods have been developed that
can easily calculate it based on the Public Key (such as a Debian weak key, see http://wiki.debian.org/SSLKkeys) or if
there is clear evidence that the specific method used to generate the Private Key was flawed.

Key Generation Script: A documented plan of procedures for the generation of a CA Key Pair.
Key Pair: The Private Key and its associated Public Key.

Legal Entity: An association, corporation, partnership, proprietorship, trust, government entity or other entity with
legal standing in a country’s legal system.

Object Identifier: A unique alphanumeric or numeric identifier registered under the International Organization for
Standardization’s applicable standard for a specific object or object class.
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If the CA or any of its designated RAs become aware that a Subscriber’s Private Key has been communicated to an
unauthorized person or an organization not affiliated with the Subscriber, then the CA SHALL revoke all certificates
that include the Public Key corresponding to the communicated Private Key.

10.2.5 Subordinate CA Private Key

Parties other than the Subordinate CA SHALL NOT archive the Subordinate CA Private Keys. If the Issuing CA
generated the Private Key on behalf of the Subordinate CA, then the Issuing CA SHALL encrypt the Private Key for
transport to the Subordinate CA. If the Issuing CA becomes aware that a Subordinate CA’s Private Key has been
communicated to an unauthorized person or an organization not affiliated with the Subordinate CA, then the Issuing
CA SHALL revoke all certificates that include the Public Key corresponding to the communicated Private Key.

10.3 Subscriber and Terms of Use Agreement

10.3.1 General

Prior to the issuance of a Certificate, the CA SHALL obtain, for the express benefit of the CA and the Certificate
Beneficiaries, either:

1.  The Applicant’s agreement to the Subscriber Agreement with the CA, or
2. The Applicant’s agreement to the Terms of Use agreement.

The CA SHALL implement a process to ensure that each Subscriber or Terms of Use Agreement is legally
enforceable against the Applicant. In either case, the Agreement MUST apply to the Certificate to be issued
pursuant to the certificate request. The CA MAY use an electronic or "click-through™ Agreement provided that the
CA has determined that such agreements are legally enforceable. A separate Agreement MAY be used for each
certificate request, or a single Agreement MAY be used to cover multiple future certificate requests and the resulting
Certificates, so long as each Certificate that the CA issues to the Applicant is clearly covered by that Subscriber or
Terms of Use Agreement.

10.3.2 Agreement Requirements

The Subscriber or Terms of Use Agreement MUST contain provisions imposing on the Applicant itself (or made by
the Applicant on behalf of its principal or agent under a subcontractor or hosting service relationship) the following
obligations and warranties:

1. Accuracy of Information: An obligation and warranty to provide accurate and complete information at all
times to the CA, both in the certificate request and as otherwise requested by the CA in connection with the
issuance of the Certificate(s) to be supplied by the CA;

2. Protection of Private Key: An obligation and warranty by the Applicant to take all reasonable measures
to maintain sole control of, keep confidential, and properly protect at all times the Private Key that
corresponds to the Public Key to be included in the requested Certificate(s) (and any associated activation
data or device, e.g. password or token);

3. Acceptance of Certificate: An obligation and warranty that the Subscriber will review and verify the
Certificate contents for accuracy;

4. Use of Certificate: An obligation and warranty to install the Certificate only on servers that are accessible
at the subjectAltName(s) listed in the Certificate, and to use the Certificate solely in compliance with all
applicable laws and solely in accordance with the Subscriber or Terms of Use Agreement;

5. Reporting and Revocation: An obligation and warranty to promptly cease using a Certificate and its
associated Private Key, and promptly request the CA to revoke the Certificate, in the event that: (a) any
information in the Certificate is, or becomes, incorrect or inaccurate, or (b) there is any actual or suspected
misuse or compromise of the Subscriber’s Private Key associated with the Public Key included in the
Certificate;
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13.1.3 Investigation

The CA SHALL begin investigation of a Certificate Problem Report within twenty-four hours of receipt, and decide
whether revocation or other appropriate action is warranted based on at least the following criteria:

1. The nature of the alleged problem;
2. The number of Certificate Problem Reports received about a particular Certificate or Subscriber;

3. The entity making the complaint (for example, a complaint from a law enforcement official that a Web site
is engaged in illegal activities should carry more weight than a complaint from a consumer alleging that she
didn’t receive the goods she ordered); and

4. Relevant legislation.

13.1.4 Response

The CA SHALL maintain a continuous 24x7 ability to respond internally to a high-priority Certificate Problem
Report, and where appropriate, forward such a complaint to law enforcement authorities, and/or revoke a Certificate
that is the subject of such a complaint.

13.1.5 Reasons for RevecationRevoking a Subscriber Certificate
The CA SHALL revoke a Certificate within 24 hours if one or more of the following occurs:

1. The Subscriber requests in writing that the CA revoke the Certificate;

2. The Subscriber notifies the CA that the original certificate request was not authorized and does not
retroactively grant authorization;

The CA obtains evidence that the Subscriber’s Private Key {corresponding to the Public Key in the
Certificate} has-suffered a Key Compromise_-e+that-the-Certificate-has-otherwise-been-misused-(also see
Section 10.2.4) or no longer complies with the requirements of Appendix A;

24. The CA obtains evidence that the Certificate was misused;

4.5. The CA is made aware that a Subscriber has violated one or more of its material obligations under the
Subscriber or Terms of Use Agreement;

5.6. The CA is made aware of any circumstance indicating that use of a Fully-Qualified Domain Name or IP
address in the Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain
Name Registrant’s right to use the Domain Name, a relevant licensing or services agreement between the
Domain Name Registrant and the Applicant has terminated, or the Domain Name Registrant has failed to
renew the Domain Name);

6.7. The CA is made aware that a Wildcard Certificate has been used to authenticate a fraudulently misleading
subordinate Fully-Qualified Domain Name;

8. The CA is made aware of a material change in the information contained in the Certificate;

8.9. The CA is made aware that the Certificate was not issued in accordance with these Requirements or the
CA’s Certificate Policy or Certification Practice Statement;

w

9.10. The CA determines that any of the information appearing in the Certificate is inaccurate or
misleading;

10:11. The CA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the Certificate;

1112 The CA’s right to issue Certificates under these Requirements expires or is revoked or terminated,
unless the CA has made arrangements to continue maintaining the CRL/OCSP Repository;

12.13. The CA is made aware of a possible compromise of the Private Key of the Subordinate CA used
for issuing the Certificate;

13:14. Revocation is required by the CA’s Certificate Policy and/or Certification Practice Statement; or
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14.15. The technical content or format of the Certificate presents an unacceptable risk to Application
Software Suppliers or Relying Parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such Certificates
should be revoked and replaced by CAs within a given period of time).

13.1.6 Reasons for Revoking a Subordinate CA Certificate

The Issuing CA SHALL revoke a Subordinate CA Certificate within seven (7) days if one or more of the
following occurs:
The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original certificate request was not authorized and
does not retroactively grant authorization;

3. The Issuing CA obtains evidence that the Subordinate CA’s Private Key corresponding to the Public Key in
the Certificate suffered a Key Compromise or no longer complies with the requirements of Appendix A,

The Issuing CA obtains evidence that the Certificate was misused;

5. The Issuing CA is made aware that the Certificate was not issued in accordance with or that Subordinate
CA has not complied with these Baseline Requirements or the applicable Certificate Policy or Certification
Practice Statement;

6. The Issuing CA determines that any of the information appearing in the Certificate is inaccurate or
misleading;

7. The Issuing CA or Subordinate CA ceases operations for any reason and has not made arrangements for
another CA to provide revocation support for the Certificate;

8. The Issuing CA’s or Subordinate CA's right to issue Certificates under these Requirements expires or is
revoked or terminated, unless the Issuing CA has made arrangements to continue maintaining the
CRL/OCSP Repository;

9. Revocation is required by the Issuing CA'’s Certificate Policy and/or Certification Practice Statement; or

10. The technical content or format of the Certificate presents an unacceptable risk to Application Software
Suppliers or Relying Parties (e.g. the CA/Browser Forum might determine that a deprecated
cryptographic/signature algorithm or key size presents an unacceptable risk and that such Certificates
should be revoked and replaced by CAs within a given period of time).

13.2 Certificate Status Checking

13.2.1 Mechanisms
The CA SHALL make revocation information for Subordinate Certificates and Subscriber Certificates available in
accordance with Appendix B.

If the Subscriber Certificate is for a high-traffic FQDN, the CA MAY rely on stapling, in accordance with
[RFC4366], to distribute its OCSP responses. In this case, the CA SHALL ensure that the Subscriber “staples” the
OCSP response for the Certificate in its TLS handshake. The CA SHALL enforce this requirement on the
Subscriber either contractually, through the Subscriber or Terms of Use Agreement, or by technical review measures
implement by the CA.

13.2.2 Repository

The CA SHALL maintain an online 24x7 Repository that application software can use to automatically check the
current status of all unexpired Certificates issued by the CA.
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For the status of Subscriber Certificates:

1. If the CA publishes a CRL, then the CA SHALL update and reissue CRLs at least once every seven days,
and the value of the nextUpdate field MUST NOT be more than ten days beyond the value of the
thisUpdate field; and

2. The CA SHALL update information provided via an Online Certificate Status Protocol at least every four
days. OCSP responses from this service MUST have a maximum expiration time of ten days.

For the status of Subordinate CA Certificates:

1. The CA SHALL update and reissue CRLs at least (i) once every twelve months and (ii) within 24 hours
after revoking a Subordinate CA Certificate, and the value of the nextUpdate field MUST NOT be more
than twelve months beyond the value of the thisUpdate field; and

2. The CA SHALL update information provided via an Online Certificate Status Protocol at least (i) every
twelve months and (ii) within 24 hours after revoking a Subordinate CA Certificate.

Effective 1 January 2013, the CA SHALL support an OCSP capability using the GET method for Certificates issued
in accordance with these Requirements.

13.2.3 Response Time

The CA SHALL operate and maintain its CRL and OCSP capability with resources sufficient to provide a response
time of ten seconds or less under normal operating conditions.

13.2.4 Deletion of Entries

Revocation entries on a CRL or OCSP Response MUST NOT be removed until after the Expiry Date of the revoked
Certificate.

13.2.5 OCSP Signing
OCSP responses MUST conform to RFC2560 and/or RFC5019. OCSP responses MUST either:

1. Besigned by the CA that issued the Certificates whose revocation status is being checked, or

2. Be signed by an OCSP Responder whose Certificate is signed by the CA that issued the Certificate whose
revocation status is being checked.

In the latter case, the OCSP signing Certificate MUST contain an extension of type id-pkix-ocsp-nocheck, as
defined by RFC2560.

13.2.6 Response for non-issued certificates

If the OCSP responder receives a request for status of a certificate that has not been issued, then the responder
SHOULD NOT respond with a "good" status. The CA SHOULD monitor the responder for such requests as part of
its security response procedures.

Effective 1 August 2013, OCSP responders MUST NOT respond with a "good" status for such certificates.
13.2.7 Certificate Suspension

The Repository MUST NOT include entries that indicate that a Certificate is suspended.
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Certificates MUST meet the following requirements for algorithm type and key size.
(1) Root CA Certificates

Validity period beginning on or before 31
Dec 2010

Validity period beginning after
31 Dec 2010

Digest algorithm

MD5 (NOT RECOMMENDED),
SHA-1, SHA-256, SHA-384 or SHA-512

SHA-1*, SHA-256, SHA-384 or SHA-
512

Minimum RSA 2048™ 2048
modulus size (bits)
ECC curve NIST P-256, P-384, or P-521 NIST P-256, P-384, or P-521

(2) Subordinate CA Certificates

Validity period beginning
on or before 31 Dec 2010 and ending on
or before 31 Dec 2013

Validity period beginning after 31 Dec
2010 or ending after 31 Dec 2013

Digest algorithm

SHA-1, SHA-256, SHA-384 or SHA-512

SHA-1*, SHA-256, SHA-384 or SHA-
512

Minimum RSA 1024 2048

modulus size (bits)

ECC curve NIST P-256, P-384, or P-521 NIST P-256, P-384, or P-521
3) Subscriber Certificates

Validity period ending
on or before 31 Dec 2013

Validity period ending after 31 Dec 2013

Digest algorithm

SHAL*, SHA-256, SHA-384 or SHA-512

SHAL*, SHA-256, SHA-384 or SHA-512

Minimum RSA 1024 2048

modulus size (bits)

ECC curve NIST P-256, P-384, or P-521 NIST P-256, P-384, or P-521
(4) General requirements for public keys (Effective 1 January 2013)

RSA: The CA SHALL confirm that the value of the public exponent is an odd number equal to 3 or more.

Additionally, the public exponent SHOULD be in the range between 2**+1 and 2%°-1. The modulus SHOULD also
have the following characteristics: an odd number, not the power of a prime, and have no factors smaller than 752.
[Source: Section 5.3.3, NIST SP 800-89]

* SHA-1 MAY be used until SHA-256 is supported widely by browsers used by a substantial portion of relying-
parties worldwide.

** A Root CA Certificate issued prior to 31 Dec. 2010 with an RSA key size less than 2048 bits MAY still serve as
a trust anchor for Subscriber Certificates issued in accordance with these Requirements .
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