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1.3 [Relevant Dates]

Commented [CB3]: Copied to 1.2.2 with changes to section
numbers

Compliance

Section(s)

Summary Description (See Full Text for Details)

2021-06-01

Appendix A (1)

CAs SHALL support minimum RSA-3072 for Code Signing
Certificates, Root Certificates and Subordinate CA Certificates.
CAs SHALL NOT support SHA-1 digest algorithm for Code
Signing Certificates.

2021-06-01

Appendix A (2)

CAs SHALL support minimum RSA-3072 for Timestamp
Certificates, Root Certificates and Subordinate CA Certificates.
CAs SHALL NOT support SHA-1 digest algorithm for Timestamp
Certificates.

2021-06-01

14.1

After 2021-06-01, the CA shall meet the requirements of EV
Guidelines Section 14.1 for Non-EV and EV Code Signing
Certificates.

2021-06-01

16.2

For EV Code Signing Certificates, Signing Services shall protect
private keys in a FIPS 140-2 level 2 (or equivalent) crypto
module. After 2021-06-01, the same protection requirements
SHALL apply to Non EV Code Signing Certificates.

2021-11-01

11.1.1(4)

The method used to verify the identity of the Certificate
Requester SHALL be per section 11.1.2.

2022-03-31

Subordinate CA Certificates issued for Subordinate CA that
issues Timestamping Certificates and is an Affiliate of the
Issuing CA must include the reserved identifier specified in
Section 9.3.1.

2022-04-30

Appendix A (3)

CAs SHALL NOT support SHA-1 digest algorithm for Timestamp
tokens.

2022-07-01

13.2.1

For Code Signing Certificates, the time encoded in the Invalidity
Date CRL entry extension MUST be equal to the time encoded in
the revocationDate field of the CRL entry.

2022-11-15

6.2.7.4.2

Effective November, 15, 2022, for Code Signing Certificates, CAs
SHALL ensure that the Subscriber’s Private Key is generated,
stored, and used in a suitable Hardware Crypto Module that
meets or exceeds the requirements specified in section 6.2.7.4.1
(7-9).

2022-11-15

6.2.7.4.2

Effective November, 15, 2022, for Code Signing Certificates, CAs
SHALL ensure that the Subscriber’s Private Key is generated,
stored, and used in a suitable Hardware Crypto Module that
meets or exceeds the requirements specified in section 6.2.7.4.1
using one of the methods in 6.2.7.4.2.




Any other method the CA uses to satisfy the Subscriber’s
compliance with the private key protection requirements. The
CA SHALL specify and describe in detail those other methods in
its Certificate Policy or Certification Practice Statement, and
SHALL propose those methods to the CA/Browser Forum Code
Signing Working Group for inclusion into these requirements
until November 15, 2022, using the questions@cabforum.org
mailing list. After that date, the Code Signing Working Group
will discuss the removal of this "any other method" and allow
only CA/Browser Forum approved methods.

2022-11-15 | 6.2.7.4.2

’Pul‘pose‘ - {Commented [CB4]: Moved to 1.1

2.

w

. ’Refel‘ences‘ - {Commented [CB5]: Moved to 1.6.3

’Definitions‘ - { Commented [CB6]: Moved to 1.6.1
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Abbreviations and Acronyms,

or listed belowl

o

]Conventions\

~

. Certificate Warranties and Representations

7.1 ICertiﬁcate Beneﬁciarieﬁ

P {Commented [CB7]: Moved to 1.6.2

_{ commented [CB8]: Moved to 1.64

. [ Commented [CB9]: Moved to 1.6.1 as a definition

7.2 Certificate Warranties

_{ commented [CB10]: 9.6.1




Section 11 of this document

730 applicant Warranty [ commented [cB11]: 963

Section 10.3.2 and/or Section 10.3.3

m \



8. Community and Applicability

8.1 Compliance

The CA and/or all Signing Services MUST, at all times: - ( commented [cB12): 8

F

3. Comply with the audit requirements set forth in Section 17 of this document, and

~{ commented [CB13]: 9.163

8.2 Certificate Policies

8.2.1 |Implementation _ [Commented [CB14]: 2.2

8.2.2 IDisclosure _ [Commented [CB15]: 2.2

83 Commitment to Comply [ commented [CB16]: 22




84 Trust model ~{ commented [CB17]: 2.2

8.5 hnsuram:e\ . /[Commented [CB18]: 9.2.1

8.6 IObtaim'ng\ EV Code Signing Certificates B [ Commented [CB19]: 4.1.1

10



© O

.1 Issuer Information

Certificate Content and Profile

~( commented [cB20]: 7.1.4.1

9.2 Subject Information

Code Signing Certificates issued to Subscribers MUST include the following information in the fields

listed:

9.2.1

[Sub]'ect Alternative Name Extension|

9.2.2

121

9.2.3

|

|Sub]'ect Common Name Field

Section11.1.1[08

ISub]'ect Domain Component Field

ISub]'ect Distinguished Name Fields for Non-EV Code Signing Certiﬁcates]

9.2.4

[Commented [CB21]: 7.14.2.1

[Commented [CB22]: 7.1.4.2.2a

- commented [CB23]: 7.14.2:2 ¢

[Commented [CB24]: 7.1.4.2.3




_ Subject Distinguished Name Fields for EV Code Signing Certificates |_— [Commented [CB25]: 7.1.4.2.4

_
N



_Sub]'ect Organizational Unit Field _— [Commented [CB26]: 7.1.4.2.2b

Section 11

_Other Subject Attributes = [Commented [CB27]: 7.1.4.2.2d

Nl

.3 Certificate Policy Identification ~{ commented [cB28]: 7.1.6

_
w
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Section 9.3.1

Section 9.3.1 1@

Section 9.3.1 1@
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9.4 Maximum Validity Period

( commented [cB29]: 6.3.2

tographic Algorithm and Key Size

Requirements” in Appendix A

Subscriber Public Key

- commented [CB30]: 6.1.13

Certificate Serial Number,

[ Commented [CB31]: 7.1

9.7 Reserved
9.8 Reserved
10. Certificate Request

10.1 General Requirements

10.1.1 |Documentation Requirements

As specified in BR Sections 4.1.2 and 5.4.1.

10.1.2 [Role Requirements\

10.2 Certificate Request

10.2.1 |General\

Section 11.3

15

( commented [€B32]: 4.1.2and 5.4.1.

( commented [cB33]: 3.2.22

= [Commented [CB34]: 4.1.2
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10.2.2  Request and Certification| _{ commented [cB35]: 4.1.2

10.2.3 |Information Requirements _ [Commented [CB36]: 4.2.1

10.2.4 Subscriber Private Key

- [Commented [CB37]: 6.1.2

——| Commented [CB38]: This is nonsensical, but has been moved
to 6.2.6 anyway

10.3 Subscriber Agreement

10.3.1 General

lAs specified in BR Section 9.6.3. | | Commented [CB39]: The complete text from BR 9.6.3 was
pulled into 9.6.3 as there are CSBR-specific clauses




10.3.2 LAgreement Requirements\ _ [Commented [CB40]: 9.6.3

[The Applicant MUST make the following obligations and warranties through a Subscriber

Agreement or Terms of Use: ] : [Commented [CB41]: 9.6.3 already says this

Section 16

=
~



10.3.3 |Service Agreement Requirements for Signing Services\ - [Commented [CB42]: 9.6.5

11. Verification Practices

11.1 Verification for Non-EV Code Signing Certificates [ commented [cB43]: 3.2.2.1

11.1.1 Verification of Organizational Applicants




11.1.2

11.1.2 Werification of Individual Applicants | = [Commented [CB44]: 3.2.3

- [Commented [CB45]: 3.2.3.1

=
=
[¢]

- [Commented [CB46]: 3.2.3.2

h‘he

Section 11.2.1

=
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11.2 Verification Practices for EV Code Signing Certificates [ commented [CB47]: 3222

11.21 Verification Requirements - Overview

Section 11.2.3

|

I
W



\|\|\||1lwl‘l\||

~

13 Age of Certificate Data ~{ commented [CB48]: 4.2.1

Section 11

For EV Code Signing Certificates per EV Guidelines Section 11.14.

21



11.4 Denied List ~{ commented [CB49]: 4.1.1

For Non-EV Code Signing Certificates as specified in BR Section 4.1.1 and for EV Code Signing
Certificates as specified in EV Guidelines Section 11.12.2.

11.5 High Risk Certificate Requests  commented [cB50]: 4.2.1

Data Source Accuracy\ - [Commented [CB51]: 3.2.7

1.7 lProcessmg High Risk Applications - [ Commented [CB52]: 4.2.2

16.3.1(2).

16.3.1(1) or 16.3.1

22



11.8 Due Diligence

Section 16.3.1 (1) or 16.3.1 (2).

[ Commented [CB53]: 4.2.1

As specified in Section 11.13 of the EV Guidelines.

12. Certificate Issuance by a Root CA

Certificate

Private

13. Certificate Revocation and Status Checking

( commented [cB54]: 43.1

(c ted [CB55]: 6.1.7

13.1 Revocation
13.1.1 [Revocation Request
13.1.2 (Certificate Problem Reporting

23

[Commented [CB56]: 4.9.3

( commented [cB57]: 4.9.2




13.1.3 Investigation\ _ [Commented [CB58]: 4.9.3

13.14 [Response\ - [Commented [CB59]: 4.9.3

13.1.5 |Reasons for Revoking a Subscriber Certificate = [Commented [CB60]: 4.9.1




13.1.6 IReasons for Revoking a Subordinate CA Certificate _ [ Commented [CB61]: 4.9.1.4

13.1.7 ICertificate Revocation Date\ _ [ Commented [CB62]: 4.9.5

25



13.2 Certificate Status Checking

13.2.1 Mechanisms

h 4.9.10

[ Commented [CB63]:

This was further fleshed out in 4.9.7

)

= [Commented [CB64]:

7.2

—(c ted [CB65]:

4.9.10

[ commented [CB66]:

7.2

[ Commented [CB67]:

5.8

( commented [cB68]:

= [ Commented [CB69]:

4.9.6

(c ted [CB70]:

4.9.11

[Commented [CB71]:

Duplicated to 7.2 and 7.3




- '[Commented [CB72]: 7.2.2

13.2.2 Repository

_— '[Commented [CB73]: 4.9.9

=r
|

Fo

[ commented [CB74]: 4.9,7

- '[Commented [CB75]: 49,10




14. Employees and Third Parties

)

|

14.1 Trustworthiness and Competence [ commented [CB76]: 5,3
\For\ Non-EV Code Signing Certificates as specified in BR Section 5.3 and for EV Code Signing _— {Commented [CB77]: This was simplified as the transition
Certificates as specified in EV Guidelines Section 14.1. date has already passed

After 2021-06-01, the CA shall meet the requirements of EV Guidelines Section 14.1 for Non-EV and
EV Code Signing Certificates.

14.2 Delegation of Functions to Registration Authorities and Subcontractors

14.2.1 General

Exce the! [Commented [CB78]: 8 (5)
‘ [Commented [CB79]: 1.3.2

14.2.2 ICompliance Obligation — [Commented [CB80]: 1.3.2

14.2.3 |Allocation of Liability/ Commented [CB81]: 9.8 and 9.9. This text was modified in
these two sections to align the BRs and CSBRs.

As specified in Section BR Sections 9.8 and 9.9.
28



15. Data Records

-Types of Events Recordetﬂ { commented [cB82]: 5.4.1.1

_Timestamp Authority Data Records B [ Commented [CB83]: 5.4.1.2

N
Ne)



-Data Retention Period for Audit Logs  commented [cB84]: 5.4.3

Section 15.1

Section 15.1

Section 15.2) after the revocation or

Section 9.4.

w
o



16.

16.2

Data Security and Private Key Protection

Signing Service Requirements

= [Commented [CB85]:

6.2.7.4

( commented [cB86]:

( commented [cB87]:

6.2.7.2

[Commented [CB88]:

[ Commented [CB89]:

[Commented [CB90]:

6.2.7.3




Cryptographic _ commented [CB91]: 6.32

16.3 Subscriber Private Key Protection and Verification ~{ commented [CB92]: 6.2.7.4

16.3.1 Subscriber Private Key Protection

10.3.2

can be verified by using a
manufacturer’s certificate

g

32



16.3.1

can be verified by using a
manufacturer’s certificate

33



-The CArelies on a report

34


mailto:questions@cabforum.org

17. Audit

17.1 Eligible Audit Schemes [ commented [cB99]: 8.4 )

17.2 Audit Period ( commented [cB100]: 5.1 )
|As|specified in BR Section 8.1. _{ commented [CB101]: Text from BR 8.1 was pulled directly
in as there was CSBR-specific content

17.3 Audit Report ~{ commented [CB102]: 86 )

7.4 Pre-Issuance Readiness Audit [ commented [cB103]: 8.1 )

~

Section 17.1

Section 17.1

35



Section 17.1

~

7.5 Regular Self Audits [ commented [cB104]: 8.7

~

7.6 L‘ludit of Delegated Functions B [ Commented [CB105]: 8.1

17.7 Auditor Qualifications [ commented [cB106]: 8.2
As specified in BR Section 8.2.

17.8 k(ey Generation Ceremonﬂ B [ Commented [CB107]: 6.1.1.1
As specified in BR Section 6.1.1.1.

18. Liability and Indemnification

CAs ( commented [cB108]: 9.8

T 77777 [commented =

36



3 Commented [CB110]: This has been split between sections
\Appendlx A‘ 6.1.5and 7.1.3

Minimum Cryptographic Algorithm and Key Size Requirements

Code Signing Certificates issued on or
after the transition date and their
corresponding Root Certificates and
Subordinate CA Certificates

SHA-256, SHA-384 or SHA-512

3
gpu

**¥4096 for Root and Subordinate CA
Certificates

i

3072 for Code Signing Certificates

NIST P-256, P-384, or P-521

r L= 2048, N= 224 or L= 2048, N= 256

L L

CAs Commented [CB111]: This is addressed in 7.1.3.2, albeit

with no “legacy platform” wording

37



*ﬂCAs\ can issue Cross Certificates for Root CAs whose Public Key meets the above requirements in

force after the Transition Date with a Root whose Public Key meets the above requirements in
force prior to the Transition Date to support Code Signing Certificate validation.

(2) Timestamp Root, Subordinate CA, and Timestamp Certificates

(bits)

Timestamp Transition | Timestamp Certificates issued on or after
Certificates issued Date the transition date and their
prior to the transition corresponding Root Certificates and
date and their Subordinate CA Certificates
corresponding Root
Certificates and
Subordinate CA
Certificates
Digest SHA-256, SHA-384 or April 30, SHA-256, SHA-384 or SHA-512
algorithm SHA-512 (SHA-1 for 2022
legacy
implementations
only)*
Minimum RSA | 2048 June 1, **¥4096 for Root and Subordinate CA
modulus size 2021 Certificates

3072 for TimestampCertificates

ECC curve

NIST P-256, P-384, or
P-521

NIST P-256, P-384, or P-521

Minimum DSA
modulus and
divisor size
(bits)

L=2048,N=224 or L=
2048, N= 256

L=2048, N= 224 or L= 2048, N= 256

s o s AT ericats ey platorms o ot suppor A2 oy orcode

*ﬁCAs\ can issue Cross Certificates for Root CAs whose Public Key meets the above requirements in

force after the Transition Date with a Root whose Public Key meets the above requirements in
force prior to the Transition Date to support Timestamp Certificate validation.

(3) Timestamp Tokens

[Commented [CB112]: 6.1.5

( commented [CB113]: 6.1.5




(

Commented [CB114]: 6.8 ]

he
Certificate

Generated prior to Transition | Generated on or after transition date

transition date date
Digest SHA-256, SHA-384 or | April 30, | SHA-256, SHA-384 or SHA-512
algorithm SHA-512 (SHA-1 for 2022

legacy

implementations

only)*

39

|

C ted [CB115]: This table has been migrated to text in }
7.1.3.2

Commented [CB116]: This is addressed in 7.1.3.2, albeit
with no “legacy platform” wording




Appendix B

Certificate Extensions (Normative)

(1) Root CA Certificates ( commented [cB117]: 7.1.2.1 )
\AS‘ specified in Section 7.1.2.1 of the Baseline Requirements. Commented [CB118]: Requirements in BR have been pulled
in directly to merge CSBR-specific requirements

(2) [Certificates for Subordinate CAs issuing Code Signing Certificates| Commented [CB119]: 7.1.2.2; with the exception of EKU, the
extension requirements are the same for CS and TS ICAs, so they

have been merged

A. certificatePolicies

Refer to certificate policy identification requirements in Section 9.3.3.

[Commented [CB120]: 7.1.6.3 ]

|
‘|

WI'W

C. authorityInformationAccess

This extension MUST be present and MUST NOT be marked critical. The extension MUST
contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and
if the CA provides OCSP responses, the HTTP URL for the CA’s OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).



™

extkeyUsage (EKU)

The id-kp-codeSigning [RFC5280] value MUST be present.

The following EKUs MUST NOT be present: anyExtendedKeyUsage (2.5.29.37.0),
serverAuth (1.3.6.1.5.5.7.3.1), emailProtection (1.3.6.1.5.5.7.3.4) and timeStamping
(1.3.6.1.5.5.7.3.8).

Other values SHOULD NOT be present. If any other value is present, the CA MUST have a
business agreement with a Platform vendor requiring that EKU in order to issue a Platform-
specific code signing certificate with that EKU.

[The\ CA MUST set all other fields and extensions in accordance to RFC 5280. [Commented [CB121]: Pulled in BR 7.1.2.4 to address this. ]

(3)|Code Signing Certificates, Commented [CB122]: 7.1.2.3; CS and TS end-entity
certificate profiles are identical except EKU so they have been

merged

A. certificatePolicies

SN



C. authoritylnformationAccess

This extension MUST be present and MUST NOT be marked critical. The extension MUST
contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and
if the CA provides OCSP responses, the HTTP URL for the CA’s OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

F. extKeyUsage (EKU) (required)
The value id-kp-codeSigning [RFC5280] MUST be present.

The following EKUs MAY be present: documentSigning, lifetimeSigning, and
emailProtection.

The value anyExtendedKeyUsage (2.5.29.37.0) or serverAuth (1.3.6.1.5.5.7.3.1) MUST NOT
be present.

Other values SHOULD NOT be present. If any other value is present, the CA MUST have a
business agreement with a Platform vendor requiring that EKU in order to issue a Platform-
specific code signing certificate with that EKU.

H‘he\ CA MUST set all other fields and extensions in accordance to RFC 5280. [Commented [CB123]: 7.1.2.4 ]
(4) [Certificates\ for Subordinate CAs issuing Timestamp Certificates {Commented [CB124]: Merged with CS ICA requirements in }
7.1.2.2

A. certificatePolicies
This extension MUST be present and SHOULD NOT be marked critical.
certificatePolicies:policyldentifier (Required)

If the certificate is issued to a Subordinate CA that is not an Affiliate of the entity that
controls the Root CA, then the set of policy identifiers MUST include a Policy Identifier,
defined by the Subordinate CA, which indicates a Certificate Policy asserting the
Subordinate CA's adherence to and compliance with these Requirements.

The following fields MUST be present if the Subordinate CA is not an Affiliate of the entity
that controls the Root CA.

42



certificatePolicies:policyQualifiers:policyQualifierld

. id-qt 1 [RFC 5280]

certificatePolicies:policyQualifiers:qualifier:cPSuri

. HTTP URL for the Root CA's Certification Practice Statement
B. cRLDistributionPoint

This extension MUST be present, MUST NOT be marked critical, and MUST contain the
HTTP URL of the CA’s CRL service.

C. authoritylnformationAccess

This extension MUST be present and MUST NOT be marked critical. The extension MUST
contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and
if the CA provides OCSP responses, the HTTP URL for the CA’s OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

D. basicConstraints

This extension MUST appear as a critical extension in all CA certificates that contain Public
Keys used to validate digital signatures on certificates. The cA field MUST be set true. The
pathLenConstraint field MAY be present.

E. keyUsage

This extension MUST be present and MUST be marked critical. Bit positions for keyCertSign
and cRLSign MUST be set. If the Subordinate CA Private Key is used for signing OCSP
responses, then the digitalSignature bit MUST be set.

F. extkeyUsage (EKU)
The id-kp-timeStamping [RFC5280] value MUST be present.
The value anyExtendedKeyUsage (2.5.29.37.0) MUST NOT be present.

Other values SHOULD NOT be present. If any other value is present, the CA MUST have a
business agreement with a Platform vendor requiring that EKU in order to issue a Platform-
specific code signing certificate with that EKU.

This extension SHOULD be marked non-critical.

The CA MUST set all other fields and extensions in accordance to RFC 5280.

(5) [Timestamp Certificates] Commented [CB125]: Merged with CS end-entity profile in
7.1.2.3. Only difference is EKU and its criticality

A. certificatePolicies

This extension MUST be present and SHOULD NOT be marked critical.

43



certificatePolicies:policyldentifier (Required)

. A Policy Identifier, defined by the CA, that indicates a Certificate Policy asserting the
CA's adherence to and compliance with these Requirements.

certificatePolicies:policyQualifiers:policyQualifierld (Recommended)

. id-qt 1 [RFC 5280]

certificatePolicies:policyQualifiers:qualifier:cPSuri (Optional)

. HTTP URL for the Subordinate CA's Certification Practice Statement
B. cRLDistributionPoint

This extension MUST be present. [t MUST NOT be marked critical, and it MUST contain the
HTTP URL of the CA’s CRL service.

C. authorityInformationAccess

This extension MUST be present and MUST NOT be marked critical. The extension MUST
contain the HTTP URL for the Issuing CA'’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2)
and if the CA provides OCSP responses, the HTTP URL of the CA’s OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

D. basicConstraints (optional)
If present, the cA field MUST be set false.

E. keyUsage (required)
This extension MUST be present and MUST be marked critical. The bit positions for
digitalSignature MUST be set. Bit positions for keyCertSign and cRLSign MUST NOT be set.
All other bit positions SHOULD NOT be set.

F. extKeyUsage (EKU) (required)
The value id-kp-timeStamping [RFC5280] MUST be present and MUST be marked critical.
The value anyExtendedKeyUsage (2.5.29.37.0) MUST NOT be present.

Other values SHOULD NOT be present. If any other value is present, the CA MUST have a
business agreement with a Platform vendor requiring that EKU in order to issue a Platform-
specific code signing certificate with that EKU.

The CA MUST set all other fields and extensions in accordance to RFC 5280.
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